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Abstract    

Cybersecurity can no longer be a concern of the technology experts only, but for all stakeholders in an 

enterprise setup. Cyber security is an engagement that requires holistic and continuous approach in all level of 

technology innovative life. It requires a focal point for institution and stakeholders in the information systems 

infrastructure. Due to its increase in complexity; shift towards other service platform and growing reengineering 

gives rise to more threats. The impetus of the study is to review the cybersecurity surveillance existence and the 

counter regulatory laws governing its use, for its success to foster the gap for application uniformity. From the 

reviewed literature, the findings revealed that, balancing between technology advancement, diverse cultural 

norms and trust is an impediment in the implementation of cyber security surveillance control and its counter 

regulatory laws and policies. Therefore the study recommended for effective legislation of cybersecurity 

regulatory laws, there should an honest collaboration between the government and business enterprises both in 

government and in private in order to share more information related to cyber threats, vulnerability and 

consequences. Furthermore the collaboration may foster new ways of strengthening existing structures and 

coordinate these structures to increase information gathering, sharing to improve investigations and 

prosecutions of cybercrime. 
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INTRODUCTION 

The business growth and demands for robust and 

innovative digital platform has made most 

communication and transaction to be done online. 

The increasing availability of the tools required for a 

successful cyber attack has increased both the 

number and sophistication of attacks [1], This further 

poses a new development of challenges of making the 

infrastructure insecure for known and unknown 

threats. The technology has offered surveillance tools 

for monitoring the breaches in the technology driven 

arena which in turn require equal legal regulations 

and laws for there reinforcement in a court of law. 

Cybersecurity refers a set of activities and other 

measures intended to protect from attack, disruption, 

or other threats to computers, computer networks, 

related hardware and devices software and the 

information they contain and communicate, including 

software and data, as well as other elements of 

cyberspace [2].  

 

According to the study revelation, Cybersecurity has 

emerged as critical concerns across business, 

industry, government and civil society; it will only 

grow more urgent as the online world becomes a 

central and underlying component of the physical 

world. As of the end of 2015, 3.2 billion people are 

connected to the internet in some form, including 2 

billion from developing countries. And this is 

growing at a rapid pace. From 2000 to 2015, the 

global internet penetration rate grew from 6.5% to 

43% [3]. 

 

The government should provide initiatives for 

security stakeholders and further spearhead the 

evaluation of its incentives for multiple stakeholders 

to align their cybersecurity initiatives should further 

incorporate adherence to efficiency considerations 

[4]. Every age has its surveillance technology but 

consideration of the underlying regulation and laws 

has to take precedent.   Organizations installing 

surveillance technology has to carefully assess the 

necessity on the purpose of this technology and the 

employees handling footages should be trained on the 

policies and laws regarding the handling footages as 

some may lead to violation of privacy rights of 

individual which is a criminal offense. More so 

adequate measures needs to be undertaken by the 

organization implementing the use of this technology 

to alert people on its usage by giving notices and 

warning of such.  

 

The threat to cyber attacks is on the rise with the 

doubling of uptake in ICT interconnectivity. Many 

experts expect the number and severity of cyber 

attacks to increase over the next several years [2]. 

The threats are also getting more sophisticated in 

nature. Therefore there can’t be a sure single solution 

to counter such threats. The complexity of 

cybersecurity requires technical standings and 

inclusivity of media, policy makers and stakeholders 

from government, business and civil society for 

consistent collaboration [6]. A good combination of 

Law, People, Process and Technology must be 
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established and then an effort be made to harmonize 

the laws of various countries keeping in mind 

common security standards [7].The security control 

starts with intelligence gathering to collect the 

necessary raw facts in unprocessed such as the use of 

CCTVs and biometrics techniques, followed by the 

analysis of the availed facts for secured storage, 

analysis and forensic tools. New bills are being 

debated and passed by many states to legalize the use 

of surveillance tools availed by the information 

technology advancement, but still challenges are 

notably a rising from the privacy rights of the 

individuals. This calls for harmonization of the 

prevailing privacy laws and the use of surveillance 

tools into a modern legal framework to form a new 

standard of conformance. 

 

Surveillance initiative by cyber security gives 

companies and government more power to spy on 

users, to share the information with government and 

to claim broad legal immunity for their a actions [8]. 

Government of any country may consider at times 

some information sources as national security and my 

record conversation from specific devices of 

individuals and this in most cases conflict with the 

privacy rights of the citizens. It is seen as a 

discriminative way of applying the rule of law. The 

government spies for national security data targeting 

every citizen. This poses a fundamental question of 

how much power must security agency have over the 

citizens privacy rights and furthermore the 

relationship between liberty and security ought to be 

compatible. 

 

Conflict of emerging trends in the surveillance 

technology, the application and the 

corresponding governing legislative laws have 

divergent lapses and raises contradictions in 

different cultures and governments like the law 

published on may 31, 2017 by the Chinese 

government to have greater control over the 

internet. Critics argued that the cybersecurity 

laws will need unprecented access to technology 

and data held by foreign companies doing 

business in china. As also argued that the internet 

is a no man land therefore an individual or an 

entity may not have a blanket control over it [9]. 

The societal demands for business innovations 

and the continued advancement in technology 

presents an on going challenge for the security 

concerns and further make life difficult for 

judges. As we live in an age of breakneck 

technological change that will thrust many 

difficult technical and scientific issues on judges, 

for which very few of them (of us, I should say) 

are prepared because of the excessive rhetorical 

emphasis of legal education and the weak 

scientific background of most law students. 

A cross the cyber platform there exists different 

languages and cultural diversity, these presents yet 

another problem of harmonizing the universal laws 

which may be focused on uniform conformance to 

policies regulating the cybersecurity. Further 

managing cultural value differences with a 

willingness to accept differences, to understand 

others, and to share and honour different values, 

beliefs and norms will be basic requirements [10]. 

The law of the land must strike a balance with the 

kind of tools or control measures for the 

cybersecurity. Existing law is the yardstick against 

which new technologies must be judged [11]. For the 

effective criminalization of cyber crime or its control, 

there has to be a unified laws and policies. For 

example Germany, Indonesia, Russia and Brazil 

government, are working toward enacting “data 

localisation” laws that would require the storage, 

analysis and processing of citizen and corporate data 

to occur only within their borders [16]. The 

advancement in information technology has given 

rise to more sophisticated surveillance techniques in 

use, making it a gold mine for intelligent data 

gathering. 

 

Surveillance in the form of monitoring of information 

flow within a system can be an important component 

of cybersecurity [12]. Surveillance is there to stay 

what we need to do is not to let it go out of hand. 

The cyber security breaches are targeted as the key 

areas for the dwindling growth of a given enterprise. 

The consent of an individual may be required as 

proof of use when surveillance footages are used as 

evidence, therefore the location and installation sites 

for CCTV camera in a premise like public places 

should be communicated to the people for them to 

choose. 

 

The risks associated with any attack depend on three 

factors: threats (who is attacking), vulnerabilities (the 

weaknesses they are attacking), and impacts (what 

the attack does). The management of risk to 

information systems is considered fundamental to 

effective cybersecurity [13]. 

 

Surveillance Challenges and Solution 

Implementation 

In some cases the present laws regarding the 

actualization of evidence require physical contacts 

and when the leads of a crime are presented in a 

message form from a text conversation. A recent 

study conducted for the UK government found that 

90% of large businesses and 74% of small businesses 

had suffered a data breach over the past year, both 

increases over the previous year [14]. Specialized 

training needs to be given to the judges for them to be 

knowledgeable and authoritatively know the digital 

evidence presentation. 
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Governments face significant challenges as they 

attempt to balance those roles while navigating 

complex relationships with national, regional and 

global stakeholders. In its responsibility of setting 

legislative, judicial, regulatory measures regulate its 

communication technology and further to implement 

these policies through the rule of law. Stakeholders 

for one reason or the are skeptical to collaborate with 

the government for instance, companies sometimes 

are hesitance to form collaborative approach of 

handling cybersecurity for lack of sincerity form the 

government, they tend to suspect the government for 

spying on there systems, based on these factors push 

companies to distance themselves from the negative 

perceptions of a tight collaboration with government, 

creating a cold climate in public-private relations 

[15]. 

 

Cybercrime tools may also be available but there 

application can be enforced due to the privacy right 

on the individuals for that particular evidence to be 

executed. As the case cited by Andy and Yael (2015) 

that the law has been criticized for a lack of user 

privacy protections and limitations on the 

downstream use of the disclosures, public and private 

stakeholder groups will have voluntary tools and 

standards for sharing information and protecting 

privacy [16]. 

 

The government of the day must provide good will 

for the defense of cybercrime by leading in the 

coordination of the stakeholder and put in place 

mechanism for the development of effective laws, 

regulations and standards, controls, all require 

incentives and initiation to foster trust between itself 

and the enterprises both at public and private level. 

And lack of this may render this course impossible. 

Countries like Germany, Finland, the Republic of 

Korea, Israel, Estonia and Austria have all developed 

university programmes in partnership with the private 

sector to advance cybersecurity research and develop 

a new generation of experts [17]. 

 

Diversity in Language and Culture 

Cybersecurity concerns is a cross cultural and this has 

to involve a systematic implementation in order to 

adopt security culture enterprise wide. Changing 

corporate culture on security is not just a one-time 

thing. It is a commitment that must be made 

repeatedly over the course of a product or company’s 

lifecycle. 

 

Due to complexity and everlasting demand for the 

cybersecurity risk control in standardizing regulatory 

settings, stakeholders and the consuming organization 

has to adopt holistic approach of cushioning and 

solidifying governance structure. Experts have come 

to see shortcomings in the prevailing industry culture 

as the root cause for this continued misconduct and 

are looking to boards of directors and senior 

management to push organizations towards cultural 

and ethical change [18]. 

 

SUMMARY OF FINDINGS 

The evidence presented revealed that the legislation 

of surveillance technology is slow compared to its 

counter technology which is fast moving due to 

advancement and innovation. The argument of the 

evidence presented from the surveillance data may 

fail due to lack of knowledge by the legal experts 

including the judges. 

Some of the surveillance technologies used is 

intrusion to peoples private lives which may not see 

the light of the day in a court of law if there counter 

legal defense are not provided in law.  

 

CONCLUSION  

There should an honest collaboration between the 

government and business enterprises both in 

government and in private in order to share more 

information related to cyber threats, vulnerability and 

consequences. Further the collaboration may foster 

new ways of strengthening existing structures and 

coordinate these structures to increase information 

gathering, sharing to improve investigations and 

prosecutions of cybercrime.  

 

RECOMMENDATIONS 

 Modern legal framework to be developed 

linking technology product of surveillance 

and its application laws standards for the 

reinforcement of digital surveillance. 

 Training of judges and legal personnel on 

extensive use of forensic evidences in a 

court of law. 

 

REFERENCES 

[1] Ablon, Lillian et al. “Markets for Cybercrime 

Tools and Stolen Data.” RAND Corporation. 

2014.https://www.rand.org/content/dam/rand/pubs/re

search_reports/RR600/RR610/RAND_RR610.pdf. 

[2] Lee Rainie, Janna Anderson, and Jennifer 

Connolly, Cyber Attacks Likely to Increase (Pew 

Research Internet Project, October 2014), 

http://www.pewInternet.org/2014/10/29/cyber-

attacks-likely-to-increase.   

[3] ICT Data and Statistics Division, International 

Telecommunications Union, “ICT Facts and Figures: 

The World in 2015.” 2015. 

https://www.itu.int/en/ITU-

D/Statistics/Documents/facts/ 

ICTFactsFigures2015.pdf. 

[4] Tyler Moore, Introducing the Economics of 

Cybersecurity: Principles and Policy Options, in 

PROCEEDINGS OF A WORKSHOP ON 

DETERRING CYBERATTACKS, supra note 33, at 

3. 

 



 

Journal of Emerging Trends in Engineering and Applied Sciences (JETEAS) 14(6):238-241 (ISSN: 2141-7016)  

245 

 

[5] Alex Comnios (2013): APC – Issue Papers A 

cyber Security Agenda for civil Society: What is at 

stake? 

[6] Cyber Security A necessary pillar of Smart Cities 

2016. 

[7] Mark M. Jaycox, The Cyber Security Act was a 

surveillance bill in disguise, The Guardian 2, August 

2012. 

[8] Ogalo JO, Nyangara CA (2011). Impact of 

Information Communication Technology (ICT) on 

growth of Small 3 581 PJ Bus. Admin. Manage. 

enterprises (SEs) in Kenya, An exploration of ICT 

use in small enterprises in Kisumu city (Central 

Business Districts - CBDs) – Lap Lambert Academic 

Publishing – Saarbrucken, Germany. 

[9] Yono Reksoprodjo, “Understanding Culture and 

Local Wisdom in Conducting Regional Cooperation”, 

Military Contribution to Regional Multilateral 

Cooperation, The 9th Pacific Army Chiefs 

Conference - The 39th Pacific Army Management 

Seminar, Bali, 15 September 2015. 

[10]  API, articles 35(1) and 36. 

[11] Department of Homeland Security, “Continuous 

Diagnostics and Mitigation (CDM),” June 24, 2014, 

http://www.dhs.gov/cdm.   

[12] National Institute of Standards and Technology, 

Managing Information Security Risk: Organization, 

Mission, and Information System View, March 2011, 

http://csrc.nist.gov/publications/nistpubs/800-

39/SP800-39-final.pdf.   

[13] United Kingdom, Her Majesty’s Government. 

“Information Security Breaches Survey 2015,” 2015. 

https://www.gov.uk/government/ 

uploads/system/uploads/attachment_data/file/432413/

bis-15-303_ 

information_security_breaches_survey_2015-

executive-eummary. pdf. 

[14] Germano, Judith, “Cybersecurity Partnership: A 

New Era of Public-Private Collaboration.” The 

Center on Law and Security. October 2014. 

http://www.lawandsecurity.org/Portals/0/ 

Documents/Cybersecurity.Partnerships.pdf. 

[15] Andy Greenberg and Yael Grauer. “CISA 

Security Bill Passes Senate with Privacy Flaws 

Unfixed.” Wired 27 October 2015. http:// 

www.wired.com/2015/10/cisa-cybersecurity-

information-sharing-act-passes-senate-vote-with-

privacy-flaws/.http://www.wired. com/2015/10/cisa-

cybersecurity-information-sharing-act-passes-senate-

vote-with-privacy-flaws/ 

[16] Radunović, Vladimir and Rüfenacht, David. 

“Cybersecurity Competence Building Trends.” 

November 2015. DiploFoundation 

http://www.diplomacy.edu 

[17] KPMG, Cutting through complexity: Ten key 

regulatory challenges facing the financial services 

industry in 2016. 

 

 

http://www.diplomacy.edu/

