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Abstract  

In this present day when armed robbery has gotten more sophisticated particularly in developing countries, there 

is the need for a more proactive and efficient security measure, and one of the most secured technologies that 

can be employed is biometrics via finger print door lock. This study deals with the development of controlled 

alert system for human access into premises. The software that drives the microcontroller was done using the C 

language on MPLAB compiler, the coding was segmented into two modules; first, the module that drives the 

LCD screen, next is the module that drives the finger print scanner, this instructs the scanner to first register 

users and allow the inputted finger print to be compared with the pre-registered finger prints. The pre-registered 

finger prints are saved on the IC registers of the Micro controller. An alert is sounded whenever a fingerprint 
that is not found in the Microcontroller memory is placed on the scanner as an intruder. The construction of this 

project was done in three different stages, the writing of the code (driver) which controls the Microcontroller 

using C language, the implementation of the whole project on a solder-less experiment board, the soldering of 

the circuits on Vero-boards and the coupling of the entire project to the casing.  The implementation of this 

work was done on the breadboard as a prototype with the power supply was first derived from a bench power 

supply in the electronics laboratory. The mechanism can be implemented in a broader sense on a door where 

there is restriction of access. The successful completion of this work provides efficient security measure which 

can reduce the rate of armed robbery, kidnapping, theft and unwanted access in premises. 

__________________________________________________________________________________________ 
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INTRODUCTION 

The need to increase human security by preventing 

unauthorized access of people in premises as well as 

curbing the menace of kidnapping, theft, robbery etc. 
has triggered the development of biometric and smart 

systems for identification, control and monitoring 

human access into premises. An alert system is a 

mechanical, electromechanical or piezoelectric 

system that gives an audible, visual or other form of 

alarm signal about a problem or condition (Moreno 

and Sun, 2004; Effin et al., 2010). These alarm 

signals are often incited by electronic signals which 

are generated by electronic relay, photoelectric 

sensors, or any power source (Cole, 2001; Daniyan et 

al., 2017). They are often outfitted with a siren. This 
system deals with access control as regard to the 

entry of an individual or vehicle into given vicinity. 

They are developed to avoid theft, robbery and 

kidnapping (Anil et al., 2003; Fan and Zhang, 2009), 

to enhance access control (Hsieh et al., 2008; Sheela 

et al., 2015).  It allows users to perform actions like 

opening of doors without key (Cappellir 2003; 

Levelna, 2012; Sanchez et al., 2013; Tracer, 2015).  

An individual possessing the password that is 

programmed to the device is able to have access only 

into the area or premises thereby prohibiting entry of 

another individual without due authorization (Calson, 

2006; Carlessi et al., 2013).  
 

The developed of an alert system involves the 

combination of three major systems: the power 

generation system or power source, transmission 

system, reception system that is the alert system, the 

actuation system and the display system (Kaur, 2010, 

Sadeque, 2012; Ezeofor, 2015). Mujumdar (2015) 

proposes an infrared controlled door lock circuit 

which can be used for locking the main door, gate, 

garage door, shop or any entrance which may need a 

proof internal locking through a control system. This 
work demonstrates the principle and operation of a 

controlled alert system for human access into a 

premise. Rankl and Effing (1997) and Thomas et 

al.,(2015)also developed control alert equipment in 

line with Smart Card Handbook.  Also, Daniyan et 

al., (2017) developed a remote controlled alert 

system for automobile access using password 

credential. The work studies how remote controlled 

systems and automatic gates work and the transfer of 
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frequency signals through transmitters to receiver 

module to be used at homes, schools, industries and 

companies. The aim of this work is to design a 

biometrics and controlled alert system for human 

access into premise, assemble the transmitting, 

alarming, sliding door control system and evaluate 
the developed controlled alert system for human 

access. 

 

MATERIALS AND METHOD 

The system is first designed in Autodesk inventor, the 

physical or white box model and then the circuit is 

designed in Proteus 8.1. All assembly work was done 

according to developed designs. The controlled 

system transmitter module operating at 315 MHz 

frequency uses complex transmission for purpose of 

sending the code to the receiver while the receiver 

listens for the code. The ATMEGA8 microcontroller 

is the main processing unit for this work. Its job is to 

perform timing and control functions accurately, as 

well as to encode and decode the signal to be sent and 

received from the transmitter to the receiver in the 
reception system, to also control the rotation of the 

DC motor for door opening and closing in the 

actuation subsystem. 

 

Materials 

Table 1 shows the materials used for the construction 

of a development and optimization of a controlled 

alert system for human access into the premises.  

 

 

Table 1: Materials 

S/N Materials Description Quantity 

1 Micro-controller  8-bit Atmel ATmega328p     1 
2 Transformer 220- v- 12 v     1 

3 Relay 1 k     1 

4 Full bridge rectifier       3 

5 Key pad       1 

6 Vero-board       3 

7 Bread board       3 

8 Finger print scanner       1 

9 L.C.D       4 

10 

11       

Transistor  

Sliding door                                           

L7812      1 

     1 

 

Arduino Uno Microcontroller 
The Arduino Uno is a microcontroller board that 

provides a simple and modular way of interfacing the 

real world with the computer to handle basic 

processing tasks on a chip while working with 

hardware sensors The Arduino Uno uses the 

ATmega328 chip that supports 14 digital pins that 

can be configured as either input or output and 6 

analog inputs (Figure 1). 

 
Figure 1: Arduino Uno  

 

The Uno microcontroller board based on the 

ATmega328p has 14 digital input/output pins (of 

which 6 can be used as PWM output), 6 analog 

inputs, a 16  quartz crystal, a USB connection, a 

power jack, an ICSP header and a reset button. It  

 

contains everything needed to support the 
microcontroller. It was simply connected to a 

computer with USB cable or power it with an AC-to-

DC adapter or battery to get started. 

 

The Uno board can be powered via USB connection 

or with an external power supply. The power source 

is selected automatically. External (non-USB) power 

can come either from an AC-to –DC adapter (wall-

wart) or battery; the adapter can be connected by 

plugging a 2.1mm centre-positive plug into the board 

power jack. Leads from a battery can be inserted in 
the GND and VIN pin headers of the power 

connector. The board can operate on an external 

supply from 6 to 20 V. If supplied with less than 7 V, 

however, the 5 V pin may supply less than five volts 

and the board may become unstable. If using more 

than 12V, the voltage regulator may over heat and 

damage the board. The recommended range is 7 to 12 

Volts. 

 

The power pins are as follows; 

i. VIN; the input voltage to the Uno board 

when it‟s using an external power source (as 
opposed to 5 Volts from the USB connection 

or other regulated power source).  

ii. 5 V; this pin outputs a regulated 5 V from 

the regulator on the board, the board can be 

supplied with power either from DC power 
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jack (7-12 V), the USB connector (5 V) or 

the vin pin of the board (7-12V), supplying 

voltage via the 5 V or 3.3 V pins by passes 

the regulator, and can damage your board. 

We do not advice it. 

iii. 3.3 V; A 3.3 volt supply generated by the on 
board regulator. Maximum current draw is 

50 MA. 

iv. GND; Ground pins. 

v. IOREF; This pins on the Uno board provides 

the voltage reference with which the 

microcontroller operates. A properly 

configured shield can read the IOREF pin 

voltage and select the appropriate power 

source or enable voltage translator on the 

output to work with the 5 V or 3.3 V. 

 
The technical specification of the Arduino Uno is 

presented in Table 2. 

 

 

Table 2: Technical Specifications of the Arduino Uno 
S/N Item Value Remarks 

1 Micro-controller  8-bit Atmel ATmega328p 1 mm sheet metal 

2 Operational voltage 5 V Input range: 7-12 V 

3 Digital GPIO 14 6 capable of PWM 

4 Analog IO 6 10-bit 

5 Program memory Flash 32 kB, EEPROM 1kb SRAM 2 kB 

6 Clock speed 16MHz  

7 USB Type B socket  

8 Programmer In-system firmware USB-based 

9 Serial communications SPI, I2C Software UART 

10 Other RTC, watchdog, interrupts  

 

Design of the Power Supply Circuit 

The power supply for a controlled alert system for 

human access into premises includes: transformer, 

full bridge rectifier, relay, capacitor, transistor, 

indicator light emitting diode(LED) and resistor 

 

Transformer 

The step down transformer is an electrical device that 

steps down voltage and current in a circuit. It receives 

its input power source from 220 V ac mains supply 

and steps it down to12 V. The power supply is 

double-insulated and there is no electrical connection 

between the primary and secondary sides of the 

transformer. The voltage induced across the 

secondary coil may be calculated from Faradays law 

of induction, as expressed by Equation 1. 

                                                 (1) 

where  

 Is the instantaneous voltage, (Volts);  Is the 

number of turns in the secondary coil and 

 Is the magnetic flux through one turn of the coil 

(weber).  

 

If the turns of the coil are oriented perpendicularly to 

the magnetic field lines, the flux is said to be 

constant, being equal to the cross-sectional area of 
the transformer core, whereas the magnetic field 

varies with time according to the excitation of the 

primary. Since the same magnetic flux passes through 

both the primary and secondary coils in an ideal 

transformer, the instantaneous voltage across the 

primary winding is expressed by Equation 2 

                                                    (2) 

 

 

 

Taking the ratio of the two equations for  and  

the basic equation for stepping up or stepping down 

the voltage, is expressed by Equation 3. 

=      (3)         

/  is known as the turn ratio, and is the primary 

functional characteristics of any transformer. In the 

case of step-up transformers, this may sometimes be 

stated as the reciprocal / . Turns ratio is 

commonly expressed as an irreducible fraction or 

ratio. Regulation is a measure of the difference in 

voltage provide by the transformers secondary 

winding when it is on load and off load. It is 

expressed as a percentage relative to the full load 

voltage and, basically, the lower the value, the less 

the voltage difference (Equation 4). Strictly speaking, 

the transformers datasheet should state the output 

voltage when the transformer is under its full rated 

load. The transformer provides 12.5 V off load so, 

unless the regulation is exceptionally good the 
“nominal” 12 Volts has not been specified as the on-

load voltage at all. 

 (4) 

                              4% 
The design of the power supply to the controlled alert 

system for human access into the premises includes 

the use of transformer (step-down), diodes, filters and 

voltage regulator. The transformer used is a 220/12 V 

step down transformer which operates like every 

other transformer. It step down 220 V to 12 V. The 

(220V-12 V) transformer is shown in Figure 2. 
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.  

Figure 2: Transformer (220V-12V) 

 

Bridge Rectifier 

The rectifier is a bridge rectifier. It made up of four 

diodes connected to each other at their separated 

terminals to form a rectangular shape. The rectifier 

converts AC to DC. There is a filtering capacitor to 

remove ripples. The voltage regulator is used to 
convert to a perfect DC.A complete circuit diagram 

of the power supply is shown in Figure 3. 

 

 

 

 

 

 

Figure 3: Complete Circuit Diagram of the Power 

Supply 

 

Relay 
A relay is an electrically operated switch. Many 

relays use electronic to mechanically operate a 

switch, but other operating principles are used, such 

as solid-state relays. Relays are used where it is 

necessary to control a circuit by a low-power signal 

(with complete electrical isolation between control 

and controlled circuit), or where several circuit must 

be controlled by one signal. 

 

Capacitor 

A capacitor essentially consists of two conducting 
surfaces separated by a layer of an insulating medium 

called dielectric. The conducting surface may be in 

the form of either circular plates or be spherical or 

cylindrical shape. The purpose of a capacitor is to 

store electrical energy by electrostatic stress in the 

dielectric. In a parallel-plate capacitor one plate is 

joined to the positive end supply and other to the 

negative end or is earthed.The strength of the 

charging current is maximum when the two plate are 

uncharged but it then decrease and finally cease when  

potential difference across the plate becomes slowly 

and slowly equal and opposite to the battery electro-

magnetic flux. 

 

Transistor  

A transistor is a semiconductor device used to 

amplify or switch electronic signal and electrical 

power. It is composed of semiconductor material 

usually with at least three terminals for connection to 

an external circuit. A voltage or current applied to 

one pair of the transistor terminal controls the current 

through another pair of terminals. Because the 

controlled (output), power can be higher than the 

controlling (input) power, a transistor can suitably 

amplify a signal in integrated circuit. 

 

Light-Emitting Diode (LED) 

Light-emitting –diode is a two-

lead semiconductor light source. It is a p–n 

junction diode that emits light when activated. The 

(LED) is shown in Figure 4. 

 

https://en.wikipedia.org/wiki/Lead_(electronics)
https://en.wikipedia.org/wiki/Semiconductor
https://en.wikipedia.org/wiki/Light_source
https://en.wikipedia.org/wiki/P%E2%80%93n_junction
https://en.wikipedia.org/wiki/P%E2%80%93n_junction
https://en.wikipedia.org/wiki/Diode
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Figure 4: Light-emitting diode (LED) 

 

Resistor 

Resistor is a passive two-terminal electrical 

component that implements electrical resistance as a 

circuit element. The resistor used is shown in Figure 

5. 

 

 
Figure  5:  Resistor 

 

Biometric Identification 

Biometric verification is a process whereby the user‟s 

biometric sample is compared to a single template 

stored by the biometric system. The user identifies 
themselves to the system (e.g. via a keypad, 

smartcard, etc.), and then a biometric feature is 

scanned. The system then verifies that the biometric 

feature matches the information stored against the 

user already identified. This method is usually quick 

because the biometric system does not need to search 

through all records stored to find the user‟s template. 

 

Biometric Identification on the other hand involves 

comparison of the recorded biometric feature with all 

biometric data saved in a system. This method is 
referred to as identification due to the user being 

unknown to the system prior to providing a biometric 

sample. 

 

Human Verification 

Human verification is a procedural method by which 

access through a door is granted by a person either at 

the door or remotely. It can be used as the sole 

method of permitting access although this is not 

considered part of an access control system. It can 

however be used also as an extra security measure so 

that the user initially identified by an electronic 
system is granted access after subsequent verification 

by a human operator. This method also allows for 

checks against tailgating. 

 

The following are the access control readers 

Keypads 

These have all the necessary inputs and outputs to 

control door hardware, as well as the memory and 

processing power to make access decisions 

independently. A standalone reader usually has one 

credential (e.g. common code) and anyone with the 
knowledge of the code is granted access through the 

door. The access decision logic can be made on the 

unsecure side of the access point. Figure 6 shows the 

keypad employed. 

 
Figure 6:  keypad 

 

Finger Print Identification 

The recorded biometric feature is compared to all 

biometric data saved in a system. This method is 

referred to as identification due to the user being 

unknown to the system prior to providing a biometric 

sample. If there is a match, the identification is said 

to be successful, and the corresponding user name or 

user ID may be processed subsequently. The speed of 

identification can deteriorate proportionally with the 

greater number of users enrolled. The finger print 

scanner used is shown in Figure 7. 

 
Figure 7: Finger Print Scanner 

https://en.wikipedia.org/wiki/Passivity_(engineering)
https://en.wikipedia.org/wiki/Terminal_(electronics)
https://en.wikipedia.org/wiki/Electronic_component
https://en.wikipedia.org/wiki/Electronic_component
https://en.wikipedia.org/wiki/Electronic_component
https://en.wikipedia.org/wiki/Electrical_resistance
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The Alert System 

The alert system is responsible for converting the 

output from the decoder to an audio signal by the 

control function of the microcontroller and to the 

transistor to which the audio device is connected. The 

device used for giving out the audio signal in this 
project is a simple buzzer (Figure 8). A transistor is a 

bipolar transistor, which acts as a switch for the 

buzzer. The transistor is connected to the PORT D 

(PD0/RXD) which generates commands in 

programmed pulses through a 1K resistor; thereafter 

the timed pulses are converted to time audio signals. 

 
Figure 8: Buzzer 

 

The LCD Status Display 

The operating status display stage was implemented 

using the HD44780 based 16x2 LCD which is cost-

effective and can display characters. Figure 9 shows 

the LCD used with the pin description. The 

Alphanumeric Liquid Crystal Display (LCD) is used 

in this design to show the operating status of this 

embedded security system. By default it displays a 

welcome message requesting that the user should 

enter a finger print. And when a match is made, it 
displays ACCESS GRANTED” otherwise it displays 

“ACCESS DENIED”. 

 

 
Figure 9:  Liquid Crystal Display 

 

The Door Movement Mechanism 

The mechanism of the motor drive for the modelled 

automated door is built around a 5 V DC Motor 

controlled in both directions (clockwise and anti-

clockwise). To make a DC motor go in both 

directions, the polarity of the DC motor is 

interchanged. Transistorized relay switch stages are 

needed because the outputs of the Microcontroller 
cannot source enough current to drive the motor 

directly. When a fingerprint is matched with any of 

the pre stored fingerprints, the Microcontroller 

outputs a high (digital 1) on the A1 output pin to 

drive the motor in the clockwise direction, thereby 

opening the automated door. The high output on A1 

is given a duration of ten seconds while output A2 

remains low (digital 0). After the ten seconds 
duration of high on A1, the Microcontroller outputs a 

high (digital 1) on the A2 and a low on A1(digital 0) 

for the duration of five seconds, to drive the motor in 

the anti-clockwise direction, thereby closing the door. 

The truth table for the control of the motor is 

presented in Table 3. 

 

Table 3: The truth table for the control of the motor 
Outputs Motor Response 

A1 A2  

0 0 Off 

0 1 Anticlockwise 

1 0 Clockwise 

 

Software Design 

The software that drives the microcontroller was 
written in the C language. The coding was segmented 

into various modules; first, the module that drives the 

LCD screen, this instructs the LCD to display status 

messages and other messages like „Scan Finger‟; next 

is the module that drives the finger print scanner, this 

instructs the scanner to first register users and allow 

the inputted finger print to be compared with the pre-

registered finger prints. The pre-registered finger 

prints are saved on the IC registers of the Micro 

controller. An alert is sounded whenever a fingerprint 

that is not found in the Microcontroller memory is 
placed on the scanner as an intruder. The process 

flow diagram for the access control is shown in 

Figure 10. 

 

 
Figure 10:  Process flow diagram 

 

 Soldering 

The various circuits and stages of this work were 

soldered in tandem to meet desired workability of the 

project. The power supply stage was first soldered 

before the microcontroller, digital (LCD) display and 

finger print reader module stages were done. The 

soldering of the project was done on Vero- board, and 

was soldered on two small sized Vero boards. The 

first Vero board contains the power supply stage, the 

microcontroller stage with the finger print reader 
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module interface stage while the second Vero board 

has the transistor switching for driving the motor 

used to automate the door. Figure 11 shows the 

soldering and components arrangement on the 

various Vero boards. Vero-board 1 has the power 

supply stage which includes the rectification stage, 
filtering stage and the voltage regulation stage; and 

the microcontroller stage. 

 
Figure 11: Components layout on Vero-board 

 

Testing 

Stage by stage testing was done according to the 

block representation on the breadboard, before 

soldering of circuit commenced on Vero board. The 

process of testing and implementation involves the 

use of some test and measuring equipment as follow; 

 

Bench Power Supply 

This was used to supply voltage to the various stages 

of the circuit during the breadboard test before the 

power supply was soldered. Also during soldering, 
the power supply was still used to test various stages 

before being finally soldered.  

 

Oscilloscope 

The oscilloscope was used to observe the ripples in 

the power supply waveform and to ensure that all 

waveforms were correct and their frequencies 

accurate. The waveform of the oscillation of the 

crystal oscillator used was monitor to ensure proper 

oscillation at 4 MHz.  

 

Digital Multi-meter 

The digital multi-meter basically measures voltage, 

resistance, continuity, current, frequency, temperature 

and transistor ℎ𝑓. The process of implementation of 

the design on the board requires the measurement of 

parameters. The proteus simulation testing is shown 

in Figure 12. 

 
Figure 12: Proteus diagram for human access into the 

premises 

 

Working Principle of the Control Alert System 
In this work, the arduino micro controller was used 

for controlling all the process. The design of security 

door lock using the finger print technology was built 

around the arduino Micro- Controller Unit (MCU), 

PIC16F628A, which reads in finger prints from 

finger print scanner and grant access, to a protected 

compartment, only to pre-registered finger prints. The 

finger print scanner serves as the main input into this 

embedded security system. The Finger prints are read 

and compared to those ones pre-programmed into the 

memory of the microcontroller. When a match is 

made, the microcontroller outputs a HIGH signal 
which activates the transistor-relay switching stage 

that controls opening and closing of the modelled 

motorized door thereby granting access into the 

protected building. An alphanumeric liquid crystal 

display (LCD) is used in this design to show the 

operating status of this embedded security system. By 

default it displays a welcome message requesting that 

the user should enter a finger print. And when a 

match is made it displays “ACCESS GRANTED. 

 

RESULTS AND DISCUSSION 
Several testing were performed to ensure proper 

execution and production of the intended result. The 

system was designed to accept finger print from users 

who enrolled their fingers connected to the arduino 

circuit which serves as the brain box. Figures 13 and 

14 show the system under tes
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Figure 13: The Developed Controlled Alert System 

 

 
Figure 14: The Controlled Alert System under test 
 

The Table 4 shows the result of each fingers and 

numbers of trails to determine the efficiency of the 

finger print scanner. 

 

Table 4: Test and result of finger print scanner 
S/N of 

Users 

Trial 1 Trial 2 Trial 3 Trial 4 

1 1 1 1 1 

2 1 1 1 1 

3 1 1 1 1 

4 1 1 1 1 

5 0 1 1 1 

6 1 0 1 1 

7 1 1 1 1 

8 0 1 0 0 

9 1 1 1 1 

10 0 0 1 1 

11 1 1 1 1 

13 0 1 1 1 

14 0 0 1 1 

15 1 1 1 1 

16 1 1 1 1 

17 1 1 1 1 

18 0 1 1 1 

19 0 1 0 1 

20 0 1 1 1 

 

Table 4. shows the number of trials on the finger 

print scanner. 0 means „NO‟ and 1 mean „YES‟ while 

Figure 15 also shows the interpretation. 

 

 
Figure 15: Number of trials represent in a chart 

 
From Figure 15, each person had four trials on the 

fingerprint scanner. The trials here are represented by 

four colours; blue, red, green and purple. From the 

graph, the colours (trials) that reach the 2nd reading 

show that those trials were highly sensitive on the 

fingerprint scanner. The trials that fall below the 2nd 

reading are not very sensitive. 

 

Confusion Matrices 

The confusion matrices has two rows and two 

columns, with element true positive (TP), true 

negative (TN), false positive (FP) and false negative 
(FN). 

For trial 1 

 

 

 

 

 
   For trial 2 

 

 

 

 

 
    For trial 3  
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    For trial 4 

 

 

 

 

 

 

 
 

 
 

 
i. E

rror 1: Is false positive rate which is       (5) 

where, 

: Is the total sum of true positive rate which 

is 65. 

: Is the total sum of trials rate which is 

80 

 
 
From the computation of false positive rate, it shows 

that the finger scanner has high efficiency although 

1.0% is the ideal efficiency for the finger print 

scanner. This was not achievable due external error 

such as vibration. The closer the false positive alert 

rate to 1 the better the system. 

ii. E

rror 2: Is the false negative rate which is 

     .(6) 

: Is the total sum false negative rate which 

is 15%. 

: Is the total sum of trials rate which is 

80%. 

 
From Equation 6, the false negative rate is calculated 

as 0.187%. The closer the false negative rate to 0 the 

more efficient the system. 

 

CONCLUSION 

The development of a controlled alert system for 

human access into the premises was successfully 

carried out. The design was achieved by interfacing a 
SN-FPR-UART finger reader with the PIC16F648A 

Microcontroller which serves as the brain box that 

controls the whole secured door system. An LCD 

status display is employed to show the operating 

status of the system. A door movement mechanism is 

used in the design to make the automated door 

system move in clockwise and anti-clockwise 

direction, then finger print input stage was 
implemented using the SN-FPR-UART. It is a 

compact fingerprint reader module which is specially 

designed for project development because of its 

robustness and outstanding features. The 

development guarantees increased security into 

premises and helps to track the movement of people 

within an environment. The mechanism can be 

implemented in a broader sense on a door where 

there is restriction of access. The designed system 

contributes to knowledge in the following ways; 

development of a control alert system which finds 

application in homes, schools, offices etc.; generation 
of design data base for future developments; 

application of biometric to security system which 

aids intelligent report gathering. 
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