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Abstract

The advent of social media sites has influenced the way individual business owners and organizations conduct
business, as they can now advertise and reach out to their consumers at a timely and cost efficient way on the
platform while individual users could communicate and exchange information with friends in real time and keep
up with the latest trends, news and gossip with little or no consideration for the risk and threats that they face. In
most cases, lots of information are divulged freely and could be harvested and stored on the sites of the
providers which could also pose serious security threats. Hence, organizations and individuals must do a lot in
order not to lose their rights to privacy, damage their reputations and their data protection. This paper examines
the security issues associated with the usage of social media networks in a developing country like Nigeria
where the growth of users is on a raise with little or no knowledge of the threats and danger they exposes
themselves to while using the medium and it proffers suggestions and possible solutions on how individuals and
organizations could safely use the social media platform.
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INTRODUCTION posted. The nature of social networking sites
Social Media is web-based services that allow encourages us to post personal information. The
individuals to construct a public or semi-public perceived anonymity and false sense of security of
profile within a bounded system, then articulate a list the Internet may cause users to provide more

of other users with whom they share a connection, information about them and their life online than they
view and traverse their list of connections and those would to a stranger in person. The information we
made by others within the system (Boyd & Ellison, post online could be used by those with malicious
2007). intent to conduct social engineering scams and

attempt to steal our identity for access to our financial
The interesting viral capacity of social media lies in data. For example, many individuals have tempted to
the ease of sharing information and the platform click on a video they see on a friend's page and most
provides the power to make ideas, news and of the times, such videos lead them to malicious web
conversation spread quickly. There is immediacy to pages. When we access a site that has malicious code,
social media that can help businesses spread their our machine or computer could become infected. As
message quickly, cost effectively and efficiently. The much as social media as opportunities which
popularity of social networking sites like the; accelerated business growth it also has inherent risk
Facebook, WhatsApp, BlackBerry Messenger, that could negatively impact enterprise, it has been
Instagram, Twitter and others has expanded seen by many and it is immediate, and not erasable
tremendously in recent years, with so many Nigerians and personal data’s can also be harvested from it
using these sites regularly. The sites are becoming (Shirgwin, 2011).
more ubiquitous for both personal and professional
activities. The sites also continue to serve as prime In Nigeria, communication is increasing channelled
target for malware distribution and scams. While through social networks, which makes it very
there has been increased attention to addressing important to identify the security issues that may

security concerns relating to social networking sites, accompany use of medium can bring. Most people
the need to remain vigilant and take the necessary use social media to post personal information, update
precautions when using them has never been greater. about them. Globally there are about 1.49billion

Social networking sites continue to grow in active Facebook users alone as of the second quarter
popularity as attack vectors because of the volume of of 2015 (Statista, 2015). Statistical analysis
users and the amount of personal information that is conducted by Terragon insight (2013) shows that,
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there are at least 9 million social media users in
Nigeria with 83% of them active. Facebook in
Nigeria has 5,357,500 users, with 69% male and 31%
female and 1,930,460 of the users are between the
ages of 18-24yrs.

Table 1.1: Social Media Usage: Business Vs Social

S/N Social Media Social Business
Sites
1 Mobofree 51% 49%
2 2go 37% 63%
3 Naijj 55% 45%
4 Eskimi 39% 61%
5 Nairaland 61% 37%
6 Skype 54% 46%
7 Facebook 31% 69%
8 Twitter 37% 63%
9 Linkedin 73% 27%
10 Google+ 57% 43%

There is a need for Nigerians to understand the
dynamics and risks corporate users face when turning
to social media to accomplish their organizations
missions and methods to mitigate the risk.

This paper examines the various ways individuals
and corporate organization especially in Nigerian
could compromise their safety while using social
media sites and some suggestions on how to work
safer.

STATEMENT OF THE PROBLEM

The growth of Social Networking concepts and the
availability of cheap handheld devices to access them
has helped in shaping the way business and
individual interactions are carried out. With such
widespread usage comes the issue of insecurity as
such users are faced with lots of vulnerabilities and
security issues on a daily basis. From the research
perspective, it is imperative to list the various
security issues faced by users of social media sites as
well as offer some solutions and suggestions that
would allow them remain safe while surfing such
sites as that would reduce greatly, the inconveniences
associated with changing technology.

LIMITATIONS OF STUDY

We faced a lot of issues in the process of conducting
our research work amongst which are inadequate
funding from reputable bodies which affected greatly
our movements especially during the gathering of
data and facts. A lot of individuals whom we
interacted with in order to establish our research
problem seem not to be aware of the attendant risks
they are exposed to while making use of social media
sites.

OVEIWVIEW OF SOCIAL MEDIA

We are increasing becoming prone to privacy,
intellectual property, cyber security,
telecommunications and freedom of speech courtesy
social Media. Social Media is used throughout the
world to voice objects about government plans,
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organization of protest which have brought down
government in Morocco, Egypt and created ripples in
Bahrain, Saudi, Arabia and Syria (Rizvi, 2013).
Social Media has presented varieties of new threats
posed by cybercriminals, especially in a situation
where the website is vulnerable to security breaches.
Social Engineering is another problem which occurs
when someone is trying to fraudulently acquire
confidential personal information from a user. Third
party applications on social media sites such as
games and tools to personalize pages have
vulnerabilities.

Corporate information is the constant target of attacks
and perpetration through social media fall under two
types; identity theft and malware. Information can be
gathered through the harvesting of data from social
media. Identity theft is a crime that may occur in
corporate organizations to corporate users. The
damage may range from loss of thousands of Naira to
stolen credit cards. To mitigate this risk, it is essential
to understand how identity theft is perpetrated.
Identity theft can occur by harvesting of information

through social media websites, social media
applications; social engineering, phishing and
spoofing.

Harvesting of Social Media Data

Users put an astonishing amount of personal
information online: a phone number on one website,
a picture on another, a birthdate on a third and an
address on the fourth with little to no idea on how
these information about them can easily be harvested
from social media sites, who has access to it and how
it is being used. The information complied into a
single comprehensive portrait of the user and can be
used by cybercriminals either to commit identity
fraud or to sell to organizations who will commit
identity fraud. Harvesting data from social media
servers’ entails three stages via API’s; parsing,
integrating and storing these data for extraction of
information of interest (Stefanidis et al, 2011).

Social Media Ingestors (SMI) integrates data parsed
from diverse sources i.e. time of submission, user
name, originating location, keywords as well as
content link to actual files. This allows multi local
database source that can be used to perform analysis
of the harvested data (Stefanidis et al, 2011).

Methods of Harvesting Data from Social Media
Network

Polakis et al (2010) discussed some of the
methodologies available for harvesting Email
addresses and personal data from social media sites.
Blind Harvesting: This is used to gather as many
email addresses as possible from social media site
like Facebook and Twitter which uses same approach
to crawl the network for names of its users. The
structure and properties of Facebook and Twitter
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networks differ; therefore two different crawlers are
used for extracting User names.

Facebook search utility is used to search and harvest
names, however Facebook fan page is more efficient.
Any attacker can visit a popular celebrity fan page,
and will immediately have access to millions of
names while in the case of Twitter we started from an
initial account and then crawl the user account and its
followers, and accounts they follow and so on. The
harvester is only interested only in users’ names and
nicknames, not actual tweets, this makes crawling
more effective and fast. Once harvesting is complete
they are then used as terms in search engine query.
Google search engine can be used to locate email
addresses. The result is then matched with the names.
Targeted harvesting:

It enables the gathering of additional information that
can render a targeted message much more
convincing, depending on the attack and the amount
of personal data intended to harvest. Three different
methodologies can be used which includes

Reverse lookup emails on Facebook: Names
are collected from Facebook fan pages using
blind harvest technique to search for email
addresses with Google, then you search for the
harvested email addresses from Facebook, obtain
results which usually is the user’s profile, email
address and any other information that is made
public. The collected information can be
augmented of the matched users by inviting them
to become your friend. Once a user has accepted,
you then have access to all the information
posted in his Facebook profile.

Nickname-based Email Harvesting: This
method crawl Twitter, collects name and
nickname, nickname is then used as a search
term in Google and email addresses extracted
then matched. Next, the harvested email
addresses are terms in the email-based search.
Using this approach, requires much lesser check
for email addresses and success rate is higher as
Twitter users will probably also have a Facebook
account. The technique combines disjoint sets of
personal information publicly available on
different social networks and the fully automates
it.

Site-aware Harvesting: Google’s Buzz is
mostly used for this method. Every Buzz user
has a Google profile page that contains basic
information about follower/followee relations
which is similar to Twitter. The Google account
username acts as a global identifier for all
Google services, including the Gmail service.
This means that if a user’s Google profile URL
includes his username and the user appears in the
Buzz graph, then his Gmail address is known.
The approach has two major advantages. First,
all harvested emails are valid and for all
collected email addresses we have the name of
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their owner, as we can extract it from the
corresponding profile page. Moreover, since
Buzz actually prompts the user to link and fetch
content from other sites such as Twitter, Flickr,
Google Reader, YouTube, FriendFeed and
LinkedIn, the attacker can harvest personal data
and utilized for the targeted spam campaign.
Buzz profiles is crawled, through the Buzz
search feature, by looking up names collected
from Facebook and extract the follower/followee
relations, wherever it is available. In the case
where the user hides his relations, the profile
contents can still be processed, that is messages
from and to other users. All names that are
rendered as clickable links to their respective
profile pages have their profile identifiers
exposed. Even if Buzz decides to remove these
links, names can be collected and look them up
separately through the Buzz search feature.

Ethics Of Harvesting Social Media Data

Protection of user’s confidentiality is a central focus
in NASW Code of Ethics (NASW, 2000). A lot of
dispute exists over the ability to protect client data
and information's on computers logged to a social
media site, hence exposing the system to computer
hackers whose main objective is to spy on
information’s and infringe on them (Menon & Miller-
Cribbs, 2002). There should be individual control
over how personal data are harvested, stored and used
by various users because social media is a global
village and every piece of information can be
remembered on the internet. Our Search History, data
location, browsing habits, reading behavior and much
more can be collected and used to a degree we can
only imagine. (Ausloos, 2012). One could delete
personal data from a site but once information has
been copied or liked by third party, it becomes
untraceable and does not take into account deletion of
primary material (Divine and Ezra, 2010).

Privacy in today’s information society is practically
impossible to predict due to the negative
consequences of the use of personal data and even if
one can foresee, they are abstract, distant and
uncertain. Abstract because privacy harms often only
concern societal, psychological issues; distant as they
do not present themselves right away; and uncertain
because they might never occur and if they do not in
a foreseeable way. Furthermore, personal data is
often collected and used outside the individual’s
control,  search-history, location-data, = browsing-
habits, reading-behavior and much more, is collected
and used to a degree we can barely imagine.(Ausloos,
2012). However, contrary to what has been said,
harvesting of data from social media sites can also be
viewed from a positive perceptive. When a user is on
a social media site, the activities carried out by the
user on the site is stored in the database of the site
controller, this information is like gold for businesses
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because it’s a way to get the true interests of the
consumer and then place advert of interest to
consumer. Some people consider this as an invasion
of privacy but until laws are put in place to stop this
information gathering all one can do is apply personal
privacy settings. Advertisers do and will do anything
they can to get the attention of the consumer and sell
their products. Social Media gives businesses the
ability to monitor public perception of their bands,
products and services in real time (Divine and Ezra,
2010).

RISKS ASSOCIATED WITH THE USE SOCIAL
NETWORKING SITES

Social networking is a haven for marketers and
collaboration between colleagues, it also has risks
that are associated with its use and such risks fall into
two categories in a business setting or an organization
and indirectly affects the user too:

Risks as a result of using social media platforms
for marketing campaigns. Organization interacts
with consumers on social networking sites instead of
bringing consumers to their own company website,
and this actually exposes the organization to several
risks, including brand tarnishing, impersonation
attacks, and the use of vulnerable IT infrastructure
(Zeltser, 2011).

Risks as a result of end-users interaction on social
networking sites. Users of social networks are at
risks due of link-sharing, whereby they may be
targeted by malicious websites and may be socially
engineered into installing malware or into giving up
sensitive data or  inadvertently leak sensitive
information without the person realizing that they are
engaging in risky behavior on social networks.
Related risks are situations where employees reveal
personal data that can be used to attack the
individuals or their employers. Koobface is one of the
popular malware found on social media sites (Zeltser,
2011). Organizations face risk by violation of third-
parties’ trademarks by postings inappropriate
comments or pictures, where co-workers status as an
employee is apparent (Wexelblatt, 2011).

Apart from organizational risks, individual users of
social media sites who are employees of an
organization are also exposed to the following risks;

e Viruses and Malware: social media sites are
served as web pages which makes them
vulnerable to viruses and malwares
Scams: this occurs when users accept
friendship request from anyone, the account
holder can easily be a target of social
engineering of evil hackers.

Phishing: it is an entry point into the
organization which operates as email
content filtering. Phishing can be countered
through  technology  or  behavioral
approaches.
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e Hijacking: this usually is when a hijacker
breaks into a social media account and
impersonate the owner of that account

(Shullich, 20011)

WAYS TO STAY SAFER ON SOCIAL MEDIA
SITES
Risk cannot be completely eliminated or behavior
completely modified, hence policy that addresses
inside and outside of workplace can set expectations
and remind employees of the dangers that are not
always top of their mind. The policy should be
simply and address some of the issues faced in the
workplace;
a. Explain what is considered acceptable
to be posted and when;
Expectation of privacy clarified and
notice of company monitoring of all
activities in the workplace;
Adequate reminder of employees of
professionalism at all times;
Ensure that internet postings does not
disclose information that is confidential
to the company or to any third party that
has disclosed information to the
company;
State that no logo or trademark
including those of the company may be
used in a posting without appropriate
permission.
Clarify that the company’s systems may
not be used for any illegal activity;
Reserve the company’s right to take
disciplinary action against an employee
if his or her electronic communication
violates the company’s social media
policy.
Require prior company approval when
an employee is posting about the
company, a competitor or the industry;
i.  Provide instructions on how to report a
violation of the policy; and
j.  Instruct who to notify within the
company to ask any questions
concerning the policy or to receive prior
approval of a contemplated posting
(Wexalbatt, 2011).

b.

Companies should have employees acknowledge in
writing that they have read and agreed to adhere with
policy; this will enhance their understanding of its
importance and make them aware of the harm they
can do to the company and themselves.

Individual users on the other hand who are also
employees of the company should follow the
following guidelines in other to stay protected and
safer.
a. Keep your system updated: Ensure that any
computer you use to connect to a social
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networking site has proper security
measures in place, including anti-virus and
anti-spyware software, and a firewall.
Make sure you keep them up-to-date. Keep
your operating system updated and
patched. Set the configuration to "auto
update" so patches can be applied
automatically without intervention.

b. Use strong passwords: Protect your social
networking account with a strong
password. Do not share this password with
anyone or use it for other sites. In addition,
some social networking sites support
features for stronger authentication, such
as using one-time passwords when logging
in from public computers or using your
phone as part of the login process. Enable
these features where possible. It is critical
that passwords used on social networking
sites not be used on other sites.

c. Links: Be cautious when clicking on links. If
a link seems odd, suspicious, or too good
to be true, do not click on it...even if the
link is on your most trusted friend's page.
Your friend's account may have been
hijacked or infected and now be spreading
malware.

d. Scams: Criminals take advantage of the
open nature of social networking sites to
defraud  individuals. Such scams
sometimes use the pretext of an offer for a
job or money. Another common scam uses
hijacked accounts to contact the victim's
friends with requests for help, claiming
that the person was robbed in foreign
country and needs money. Be cautious
when contacted on a social networking site
with a request for money or with an offer
that's surprisingly good.

e. Privacy: Do not assume privacy on social
networking sites. For both business and
personal use, confidential information
should not be shared. You should only post
information you are comfortable disclosing
to a complete stranger. Review a site's
privacy policy. Some sites may share
information such as email addresses or
user preferences with other parties. If a
site's privacy policy is vague or does not
properly protect your information, do not
use the site.

f. Personal Information: Do not respond to an
email requesting personal information or
that ask you to "verify your information"
or to "confirm your user-id and password."

Be cautious about installing
applications: Some social networking sites
provide the ability to add or install third
party applications, such as games. Keep in
mind there is little or no quality control or

g.
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review of these applications and they may
have full access to your account and the
data you share. Malicious applications can
use this access to interact with your friends
on your behalf and to steal and misuse
personal data. Only install applications that
come from trusted, well-known sites. If
you are no longer using the app, remove it.
Also, please note that installing some
applications may modify your security and
privacy settings.

The above measures would go a long way in
protecting individuals and organizations from the
harmful effects of social media sites and help make
the workplace safer.

CONCLUSION

The use of social media is becoming a dominant
force that has implications for enterprises and
individuals in terms of interaction and in reaching out
to potential customers. It offers numerous
opportunities but is fraught with lots of risks
associated with its use. Companies could increase the
safety of their systems in particular and the
organization in general by putting in place, safer
usage policies of their networks while individuals
could adopt more better ways of using social media
sites in order to enjoy the numerous benefits inherent
in its usage.
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